4,>’~V

PORT WARATAH  IT Acceptable Use and

COAL SERVICES Security

This policy outlines the acceptable use of Port Waratah Coal Services information systems and facilities.

Port Waratah seeks to provide its employees, contractors, and visitors (collectively ‘Users’) with secure,
timely and appropriate access to IT equipment together with the online services and resources necessary to
support its business. Access is granted at the sole discretion of Port Waratah, and is to be used in a lawful,
ethical and responsible manner, aligned with our values. Reasonable non-commercial personal use is
permissible however should inappropriate use be identified; it will be treated as a breach of this policy.

Port Waratah relies upon its information systems to maintain its services to its customers and protect Port
Waratah’s reputation therefore we have a low tolerance to any breach of our Acceptable Use and Security
Policy.

Port Waratah Coal Services is committed to:

e Complying with all relevant legislation including, but not limited to, legislation covering Privacy and Fair
Work.

e  Providing robust, resilient and fit-for-purpose IT Services to support provision of services to our
customers.

e Collecting only the personal data that is necessary for the purposes for which it is processed and
implementing appropriate technical and organisational measures to protect personal data against
unauthorised access, alteration, disclosure, or destruction. Individuals have the right to access their
personal data and request corrections if it is inaccurate or incomplete.

e  The ethical and responsible use of artificial intelligence (Al) technologies ensuring that Al is used in a
manner that is fair, transparent, and respectful of individual rights by:

o avoiding bias and discrimination;
o making Al decision-making processes transparent; and
o Always involving human oversight in critical decisions to ensure ethical considerations are addressed.

e  Encouraging and supporting our Users and other stakeholders to be security aware and report any

breaches, potential breaches or concerns to the PWCS Helpdesk.

Users should note that Port Waratah owns the data, systems and networks to which access may be granted;
that material created, sent, received, copied or stored on Port Waratah’s systems is deemed the property of
Port Waratah. Users should have no expectation of personal privacy when using Port Waratah’s systems;
and that Users must not copy or distribute confidential Port Waratah information external to Port Waratah
systems or store such information in non-company equipment (e.g. USB keys, mobile phones etc.) without
the approval of the Manager IT Services.

The Manager IT Services is responsible for the security of Port Waratah'’s systems and may take any necessary
action to mitigate risks, with or without prior notice.
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Port Waratah may, at its discretion, monitor or inspect any material, which is or has been sent, received or
stored, to ensure compliance with this Policy and prevent inappropriate use.

Port Waratah expects all Users to comply with this Policy whilst utilising/accessing Port Waratah
infrastructure, systems or data.

PETER NAUDE
MANAGER IT SERVICES
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